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POINTS IMPORTANTS

1.

IDENTIFICATION ET CLASSIFICATION DU MALWARE

o

ANALYSE STATIQUE

10080111901001001990110
100019600010801001110101018111010
1101001010101110001100110011110111101010002
D1011100011110119106111919101001001001001901901019010010
1010101001010101001010101901016101
ANALYSE DYNAMIQUE

901000101010010101001

. £1001011101901100 ]
g 1011191010101

100100191016010111010011 SN . N001001110011)
1019011010010101001061 10 4‘;_'-3‘” 10100106010
1016010010101010010111 - N 1101001010}
11191010001100010100100 ;\\-» 1101101001

e — X

1010100100100101010101 P e N

»1910010100011001011004 1 10
4.

11001001100010111010101]
11010011901001001001110

7101001011101001100110¢ 000 ., X : l::::::;':: i
EXTRACTION DES INDICATEURS DE COMPROMISSION (I0C) B o
11110001101011010011101

1010100101010101010101¢
19101010010010101001001010(
TRACAGE DE L'ORIGINE, DE LA PROPAGATION ET
ATTRIBUTION

L L
1111010010010011001001601 1

ro01100010111
1100101110100110011001100101

110100110010010010
£11000101101190100011100111010180180111100
t1AAL 1AALT AN oMt In







IDA PRO/GHIDRA

OUTILS DE REVERSE
INGINEERING

PROPRIETAIRE/OPEN-SOURCE

SUPPORT ,
PROFESSIONNEL/COMMUNAUTE

o Pl

0
0
0




THE Z0OO

REFERENCIEL OPEN-SOURCE
MALWARE

ECHANTILLONS DE LWARE
P@URIAA ALYS E L A
RECHERCH L’EDUCATION

LA COMMUNAUTE PEUT
SOUMETTRE DE NOUVEAUX
ECHANTILLONS

DE




VOLATILITY

OUTIL OPEN-SOURCE
ORIENTE FORENSIC

ANALYSE DE LA MEMOIRE
VIVE

EXTRACTION DE DONNEES

DETECTION DE MALWARE
DANS LA MEMOIRE VIVE




AN \

) DEMON STRAT[@N

GHIDRA X WANNACRY

Q
f
I
L] "lll
s
-'.I..
-'.-.‘IJJ.
&
L
i
.-__.-"'
__."
-\E-\-\--\--'




ATTENTION: CETTE SEQUENCE & ETE
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